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Abstract 



PROBLEM TO BE SOLVED: To prove a contents recording and reproducing device which can accurately 
reflect reproduction restrictions in the recording/reproducing of contents with the reproduction restrictions, 
and can prevent the illegal use of contents. 

SOLUTION: Random numbers which are at least part of information constituting the source of a key are 
generated in a random number generating part 1 at the start-up of a recording operation to a recording 
medium 5. The random numbers are recorded on a memory 6 through a memory management part 7. The 
random numbers stored in the memory 6 are erased by powering off processing to the recording and 
reproducing device or recording operation suspension processing. At the re-power up or a recording 
operation start-up for a second time, new random numbers are generated in the random number generating 
part 1 , and these random numbers are used as information constituting the source of a new key. An 
encryption key is generated in an encryption key generating part 2 as information constituting the generated 
random numbers as the source of the key, and the contents encrypted by using the encryption key are 
recorded on the recording medium 5. 
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